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1
Decision/action requested

It is proposed to approve the changes in E.1.16.2 and E.1.16.3 of 33.899.
2
References

 [1]          TS23.501
3
Rationale

For UP protection, the following two agreements will be proposed in this contribution.

· The system should support UP protection security negotiation on a PDU session-specific basis.

· The negotiated UP security features within the PDU session should indicate the activation/deactivation of integrity protection, and indicate the activation/deactivation of confidentiality protection.

3.1 Granularity for UP protection security negotiation

In SA2 TS 23.501[1], PDU session is defined as “PDU Session: Association between the UE and a Data Network that provides a PDU connectivity service. The type of association can be IP, Ethernet or unstructured.” 
The system should support UP protection security negotiation on a PDU session-specific basis. The reasons are as follows.

· Optimal for flexible UP protection.

PDU session is the connection or tunnel between UE and DN. Therefore, DN security requirement would be taken into account into UP protection security negotiation, if PDU session granularity is used here. Also, flexibility for security would be achieved, if various security requirements if needed from different DNs. However, if network slice granularity is adopted, protection for service protection would not be optimal, since several DNs may be supported by only one network slice. On the other hand, complexity would be high, if QoS flow granularity is used，since large number of QoS flows will be supported by one UE.

· Easy to allocate radio bearer according to PDU session granularity protection mechanism.

Since radio bearer will not be shared between PDU sessions, DRB allocation would be easy by (R)AN after receiving the PDU session granularity security feature. However, for QoS flow, radio bearer may support two QoS flows. Therefore, if two QoS flow protection mechanism is not the same, the DRB allocation would be complexity. 

· Easy to be deployed in phase 1. 

PDU session management procedures including establishment/modification/release have already been standardized in SA2. Hence, it would be easy to realize the UP protection security negotiation within the PDU session procedure. Also, UP protection security negotiation is similar with the policy control mechanism during the PDU session establishment.

In conclusion, PDU session granularity would be the better choice for UP protection security negotiation.

3.2 UP security features for UP protection

The negotiated UP security features within the PDU session should indicate the activation/deactivation of integrity protection, and indicate the activation/deactivation of confidentiality protection.
According to the agreements of TR 33.899 [1], for UP security, it states as follows.
“E.1.3.2.2 
Interim Agreement
It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase 1. Its use shall be determined by the network. 
E.1.4.1.2 
Interim Agreement
Solution #1.3 is taken as a base for normative work, in accordance with the agreement for KI #1.15 – UP security termination point and in accordance with stage 2 architecture specifications.”
E.1.16.1.2
Interim Agreement

The system shall support UP protection between UE and the RAN on Radio Bearer-specific basis.”

Meanwhile, TR 33.899 Solution 1.3 illustrates that “The NG-UE states in signalling that is secure from bidding down which algorithms it supports, and, optionally, whether or not it desires user plane integrity / confidentiality protection
Therefore, 5G shall support a mechanism to negotiate the user plane integrity / confidentiality protection policy, in order to determine whether the User data is needed for integrity / confidentiality protection.
4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: All this text is new
E.1.X 
Questions and Interim Agreements for Key Issue #1.16 

E.1.X.0 
Questions in other clauses affecting this key issue

This key issue is affected by the questions on KI #1.15.

E.1.X.1
Granularity of the UP protection

E.1.X.1.1
Description of the Question

This question addresses the level of granularity on which the UP protection should be provided, i.e. whether on Network Slice, PDU Session, Flow, or even Radio Bearer-specific basis. 

E.1.X.1.2
Interim Agreement

The system shall support UP protection between UE and the RAN on Radio Bearer-specific basis.
E.1.X.2
Granularity of the UP protection security negotiation at Network Slice/PDU session

E.1.X.2.1
Description of the Question

This question addresses whether there could be another level of granularity on which some of the UP protection features could be negotiated, i.e. whether on Network Slice, PDU session, Flow-specific basis.  If so, what is the relationship between another level and the Radio Bearer-specific?
E.1.X.2.2
Interim Agreement


PDU session is the level of granularity on which some of the UP protection features could be negotiated.
Radio Bearers belong to a PDU session shall have the same UP protection features.
E.1.X.3
 Security features for UP protection negotiation
E.1.X.3.1
Description of the Question

This question addresses the choice of the UP security features that can be negotiated based on the agreement in the previous clause.
E.1.X.3.2
Interim Agreement


UP ciphering protection and UP integrity protection are the choices of the UP security features that can be negotiated.
***
END OF CHANGES
***
